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MySQL Performance Tuning and Optimization

A White Paper on Best Practices and Advanced Techniques for Optimizing
MySQL Performance and Scalability.
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Introduction

MySQL performance tuning is essential for maintaining efficiency, reliability, and responsiveness as data volumes and
query complexity grow.

This whitepaper provides best practices and advanced techniques for optimizing MySQL, covering hardware
considerations, query optimization, indexing strategies, replication tuning, caching mechanisms, and security
enhancements.

Key Considerations for MySQL Performance Tuning

1. Effective Hardware Provisioning for MySQL

CPU Considerations

\

Choose multi-core
processors based on
MySQL workloads (OLTP
vs. OLAP). Optimize NUMA
(Non-Uniform Memory
Access) configurations for
efficient memory access.

Example: If running an
OLTP system with
thousands of small

transactions per second,
choose a high-frequency
CPU, whereas OLAP
workloads benefit from
more cores for parallel
query execution.
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Memory Management

Allocate 70-80% of
available memory to
innodb_buffer_pool_size.
Avoid excessive swap
usage.

~

Example: If a server has
16GB RAM, setting
innodb_buffer_pool_size
to around 12GB can
significantly enhance
performance by keeping
more data in memory.

Storage Optimization

\

Use SSDs or NVMe drives
over HDDs. Monitor disk
IOPS and use RAID 10
configurations for
redundancy.

\

Example: An application
with high write traffic,
such as logging systems,
should use NVMe SSDs to
handle frequent 1/O
operations efficiently.

Network Bandwidth
Optimization

Ensure adequate network
capacity, low packet loss,
and proper replication
tuning for high-availability
setups.

Example: If using MySQL
replication, configure
slave_net_timeout
appropriately to avoid
unnecessary
reconnections due to
network latency.




Slow Query Logging

Enable slow_query_log and
configure long_query_time to

identify performance bottlenecks.

2. Advanced MySQL Configuration & System Tuning

Example: Setting
long_query_time=2 logs queries
taking more than 2 seconds,
helping pinpoint slow operations.
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Thread Pool Management

Optimize thread_cache_size and
max_connections to handle
concurrent connections efficiently.

Example: If max_connections=500
but only 50 connections are
actively used, reducing it to

max_connections=100 conserves
resources

Advanced Performance Tuning Techniques

1. Database Schema Optimization

Normalization vs. Denormalization

)
)

orders table for faster retrieval.

Balance between reducing redundancy and

Example: A normalized database structure for an e-commerce site may store customer
addresses in a separate table, while denormalization may store them directly in the

improving query speed.
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. Advanced InnoDB Configuration

Caches frequently accessed index lookups for improved query speed.

Example: If your application repeatedly queries a particular indexed column,
enabling Adaptive Hash Index can reduce lookup time.

Adaptive Hash Index
(innodb_adaptive_hash_index)

Set to 0 for SSDs to avoid unnecessary disk writes.
SSD Optimization Example: On an SSD-based system, setting innodb_flush_neighbors=0 prevents

(innodb_flush_neighbors) MySQL from flushing adjacent pages unnecessarily, improving /O
» » performance.

Adjust to control how aggressively MySQL scans for old pages to flush,

optimizing memory management.

Example: If MySQL spends too much time scanning for old pages instead of
serving queries, reducing innodb_lru_scan_depth can improve query
responsiveness.

Reducing Background I/O Impact
(innodb_lru_scan_depth)

Defines the maximum number of 1/O operations per second for background
InnoDB tasks.

1/0 Management (innodb_io_capacity Example: A database running on high-performance NVMe SSDs can benefit

from increasing innodb_io_capacity to match disk capabilities, preventing
background tasks from becoming bottlenecks.

Affects the frequency of log flushes and transaction durability.

Log File Size Optimization Example: A high write-intensive workload benefits from larger log files,
(innodb_log_file_size) reducing the number of expensive disk writes. However, excessively large log

files slow down recovery after a crash.

3. Query Optimization

Avoiding Leading Wildcards in Queries

Using LIKE '%search%' forces a full table scan; indexing strategies can avoid this.
Example: Instead of LIKE '%apple%', use LIKE 'apple%' or a full-text index for better performance.

sl Using GROUP BY Instead of SELECT DISTINCT

Improve efficiency by reducing unnecessary sorting.
Example: : SELECT DISTINCT category FROM products can often be rewritten as SELECT category FROM
products GROUP BY category, which performs better.

Utilizing EXPLAIN FORMAT=JSON

Gain deeper insight into execution plans and cost estimates.

Example: Running EXPLAIN FORMAT=JSON SELECT * FROM orders WHERE status="shipped' provides
insights into indexing efficiency and whether a full table scan occurs.
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Query Execution Optimization - Beyond EXPLAIN

Increasing memory allocation for join operations improves performance for
large result sets.

Example: A report aggregating customer purchases across multiple years can
benefit from increasing join_buffer_size to reduce disk /0.

Optimizing join_buffer_size

Reduces the number of rows read from storage engines by applying index
Using Index Condition Pushdown filters early.

(ICcP) Example: If a query searches a large dataset using indexed columns, enabling
ICP can minimize row reads.

Avoid complex OR conditions and Replace with UNION ALL where applicable.

Example: Instead of SELECT * FROM orders WHERE status='shipped' OR
status='delivered', use SELECT * FROM orders WHERE status='shipped' UNION
ALL SELECT * FROM orders WHERE status="delivered'.

Query Rewriting Strategies

5. Advanced Connection Pooling & Thread Management

mmmm Configuring thread_cache_size

o Reduces connection overhead by reusing threads.

meml  Using performance_schema for Thread Analysis

o Helps detect thread contention issues.

s Enabling thread_handling=pool-of-threads

o Optimizes MySQL for high-concurrency applications by reducing context switching.

Example: A web application experiencing high connection churn can benefit from a properly
configured thread pool to handle user requests efficiently.
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. Performance Schema Deep Dive

Using sys Schema for Query Analysis

® Provides real-time insights into query execution and system performance.

Querying events_statements_summary_by_digest

eldentifies the most time-consuming queries.

Monitoring wait/io/table/sql/handler

e Helps detect slow table access patterns and suggests indexing improvements.

Example: Analyzing performance schema tables can reveal if a particular query is causing bottlenecks due to
missing indexes or inefficient joins.

Replication & High Availability

e Use Global Transaction Identifiers for replication consistency.

Example: A highly available e-commerce platform with multiple read replicas benefits from GTID-based replication

il for seamless failover.

Replication

eDistribute read-heavy workloads across read replicas while keeping write operations on the primary node.
PR AR Example: An analytics dashboard that runs heavy queries on read replicas without impacting the main
(et database performance.

Setup

e Ensure data consistency with semi-synchronous replication while allowing high performance with
COLLICILTT  asynchronous replication.

Sakaaer  Example: A financial application that requires real-time data synchronization between data centers.
Synchronous

Replication

® Use binary logs to capture incremental changes and enable point-in-time recovery.
Example: A healthcare system that requires precise data recovery after a system crash.

Binlog-Based
Incremental
Backups

e Distribute traffic efficiently between master and read replicas to avoid bottlenecks.
lLoad_ Example: A streaming platform with millions of users accessing content simultaneously.

Balancing
with

ProxySQL
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Using MySQL

Enabling SSSL/TLS

ecurity Hardening for MySQL
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Implementing Role-

Based Access Control

Enterprise Firewall

4 N\
Prevent unauthorized
SQL injection and
protect against
malicious queries.

. J

Example: Block
suspicious patterns
suchas 1=1in SQL

statements to prevent

Encryption

7

~

Secure data in transit
between client and
server.

injection attacks.

Caching Strategies

Leverage Query
Cache & External
Caching Layers

Page-Level

Caching with
Varnish or Nginx

( Example: Encrypt )

data exchanged
between MySQL and

applications to
prevent man-in-the-

middle attacks.

(RBAC)

Grant only the
— necessary privileges
to each user.

\

J

only access to

Index Caching

— analysts while
restricting write
access to admins.

(Example: Allow read- |

Read-Through

Caching Pattern

Write-Back
Caching

Use Redis or
Memcached for
frequently
accessed data.

Example: A news
website storing
trending articlesin
Redis avoids

unnecessary
database queries.
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)

Cache entire web
pages to reduce
load on MySQL.

~——

)
Example: Ablog
platform caches

static pages to
handle high traffic
without hitting the
database.

—

—
Cache frequently
used indexes to
improve lookup
performance.

)
Example: A
customer support
system caches
customer IDs for
faster ticket

resolution.

—

Automatically
fetch data from
MySQL when the

cache is missing.
—

)

Example: A social
media platform
caches user profile
data with a read-
through caching
strategy.

~——

( Update the cache )

firstand
asynchronously
update MySQL to
reduce write

\ latency. )

)

Example: Areal-
time gaming
platform uses

write-back caching
for player scores.

~—
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onitoring and Performance Analysis

Example: Query sys.schema_table_statistics to find tables with high

Enable MySQL’s Performance Schema read/write operations and optimize indexes accordingly.

and sys schema for monitoring.

Example: Track buffer pool usage and adjust InnoDB settings for better
performance.

Monitor Disk /0 and Memory Usage with
MySQL Enterprise Monitor.

Example: Use Grafana or Prometheus to trigger alerts when query

Set Up Alerts for Long-Running Queries execution time exceeds a threshold.

and High CPU Utilization.

Analyze Lock Waits and Deadlocks with Example: |dentify and resolve transactions causing lock contention.

InnoDB Engine Status.

Example: Monitor replication delay in a multi-region setup and optimize

Track Replication Lag Using SHOW SLAVE [isgsiiontrmsing

STATUS.

Example: |dentify connection spikes and tune max_connections

Monitor Database Connections and parameter.

Thread Pool Usage.

Tools for MySQL Performance Optimization

Effective monitoring is essential for maintaining optimal MySQL performance. Tools like Prometheus,
Grafana, Percona Monitoring and Management (PMM), and others provide essential metrics and
visualizations for monitoring and troubleshooting MySQL databases.
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Prometheus for MySQL Monitoring -
Prometheus is an open-source monitoring
toolkit that collects time-series data,
including MySQL metrics like query
performance, buffer pool usage, and
connection stats.

Grafana for MySQL Visualization -
Grafana is a powerful visualization
platform that integrates with Prometheus
to display MySQL metrics in real-time
dashboards.

Percona Monitoring and Management
(PMM) - Percona Monitoring and
Management (PMM) provides deep
insights into MySQL performance,
focusing on query analytics and system
health.

MySQL Enterprise Monitor (MEM) -
MySQL Enterprise Monitor (MEM) is
designed for MySQL Enterprise users and
offers detailed insights into query
performance, replication status, and
security.

Other Tools

Best Practices
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Metrics Collection: Prometheus collects MySQL metrics via the MySQL Exporter, such as
query execution times, buffer pool hit ratio, and replication lag.

Alerting: Custom alerts can be set up for performance thresholds.

Integration with Grafana: Prometheus integrates with Grafana for visualizing MySQL
metrics.

Example:
MySQL Exporter: mysqld_exporter --config.my-cnf /path/to/my.cnf
Prometheus Query Example: mysql_global_status_slow_queries

Custom Dashboards: Grafana lets you create dashboards with metrics like query
response times, active connections, and replication lag.

Alerting: Alerts can be configured based on defined thresholds.
Example Dashboards:
MySQL QPS (Queries per Second)
InnoDB Buffer Pool Hit Ratio

Query Analytics: PMM identifies slow queries and helps optimize them.

Integration with Grafana: PMM integrates with Grafana for advanced visualizations.
Example Setup:
PMM Client:
pmm-admin config --server-url=http://<PMM_SERVER>:8080

Query Analytics Dashboard: Shows query performance and optimization suggestions.

Query Performance Monitoring: MEM provides suggestions for optimizing slow queries.
Replication Monitoring: Tracks replication health and performance.

Zabbix: Open-source tool for monitoring MySQL performance, including connection
stats and slow queries.

Datadog: Commercial platform that tracks query performance, replication health, and
system resources.

New Relic: Provides application and infrastructure monitoring, with MySQL integration.

Define Key Metrics: Focus on critical metrics like query response times, slow queries,
and replication lag.

Set Up Alerts: Configure alerts for key performance thresholds.
Regular Audits: Perform regular performance audits to identify bottlenecks.

Historical Data Analysis: Store and analyze performance data over time for capacity
planning.

By using tools like Prometheus, Grafana, and PMM, administrators can proactively monitor and optimize MySQL
performance, ensuring high availability, speed, and scalability.
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1. Types of MySQL Backups

Full Backups

Incremental
Backups

Binary Log Backups
(Point-in-Time
Recovery)

Hot and Cold
Backups:

N

2. Backup Storage and Retention

On-site and Off-
site Storage

Retention Policy

A
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ackup Policy and Performance Tuning

A well-defined backup policy is critical not only for data recovery but also for maintaining optimal MySQL performance.
The right backup strategy can minimize system load during backup operations, improve recovery times, and ensure
minimal disruption to production systems. Here's how backup practices relate to MySQL performance tuning.

Capture the entire database. Perform these less frequently (e.g., weekly) to avoid
system performance degradation.

Tool: mysqldump or Percona XtraBackup

Only back up changes since the last backup. This saves resources and reduces system
load.

Tool: Percona XtraBackup for faster incremental backups.

Use binary logs for fine-grained recovery without affecting system performance
during the backup.

Tool: Enable log_bin for continuous backup.

Hot backups are taken while the database is online, minimizing downtime. Cold
backups are offline but more consistent.

Best Practice: For performance, prefer hot backups during off-peak hours to avoid
system impact.

Store backups both locally for quick recovery and off-site (cloud) to protect
against disasters without overloading the primary system.

Automate deletion of older backups to free up storage and avoid
unnecessary I/Ooverhead




Automated
Backups

Verification

Low Impact on
Production

Use Incremental
Backups

Efficient Storage

Backup Testing
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Automated {

1
1
1
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Backup Scheduling and Automation

Use cron jobs for scheduled backups to avoid manual intervention and
ensure consistency.

Regularly verify backups by restoring them to a test environment, ensuring
they won't cause delays when needed.

4. Backup and Performance Tuning Best Practices

Schedule backups during off-peak hours to avoid affecting performance,
especially for full backups.

Instead of full backups every time, use incremental backups to reduce 1/0
overhead on the database.

Store backups in cloud solutions to avoid consuming local disk resources,
ensuring your system can focus on serving queries.

Periodically restore backups in a test environment to ensure their integrity,

preventing issues during a disaster recovery.

By integrating performance-tuned backup strategies, such as automating backups, minimizing full backups, and
optimizing backup timing, MySQL performance can be sustained while ensuring data security and recoverability.
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Conclusion

MySQL performance tuning requires a combination of hardware optimization, indexing, query execution
improvements, connection management, caching, and security best practices. Regular performance audits, continuous
monitoring, and proactive tuning ensure efficient database performance. By implementing these strategies,
organizations can optimize MySQL databases for speed, scalability, and reliability.

For further discussions or to learn about the best practices and advanced techniques
for optimizing MySQL performance and scalability, please contact our technical team
or visit our website for a consultation.

Contact Us

Email: contact@kadellabs.com
Website: www.kadellabs.com
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